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In﻿ a﻿ seminal﻿ paper,﻿Hutchins﻿ et﻿ al.﻿ (Hutchins,﻿Cloppert,﻿&﻿Amin,﻿ 2011)﻿ proposed﻿ an﻿ approach﻿




















is﻿ sought﻿ as﻿ being﻿ particularly﻿ beneficial﻿ to﻿ the﻿ organization﻿ as﻿ this﻿ promotes﻿ cyber﻿ situational﻿
awareness,﻿revealing﻿thus﻿the﻿socio-technical﻿aspects﻿of﻿the﻿forensic﻿investigation﻿problem;﻿an﻿analyst﻿
will﻿need﻿the﻿right﻿technical﻿tools﻿to﻿access﻿the﻿threat﻿information﻿in﻿a﻿timely﻿manner,﻿but﻿will﻿also﻿
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•﻿ The﻿volume﻿of﻿data﻿ that﻿need﻿to﻿be﻿examined﻿has﻿been﻿increased,﻿making﻿the﻿ investigations﻿
lengthier﻿in﻿time﻿and﻿effort,﻿and﻿more﻿expensive.
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analysis,﻿ incident﻿ detection,﻿ post-incident﻿ collection,﻿ post-incident﻿ analysis,﻿ definition﻿of﻿ system﻿
architecture﻿and﻿assessment﻿of﻿implementation.
















From﻿ a﻿machine﻿ learning﻿ perspective,﻿ an﻿ IoC﻿ can﻿ be﻿ seen﻿ as﻿ the﻿ labeling﻿ exercise,﻿where﻿
specific﻿tuples﻿in﻿a﻿dataset﻿are﻿labeled.﻿Labelling﻿is﻿needed﻿in﻿supervised﻿or﻿hybrid﻿machine﻿learning﻿
classification﻿and﻿clustering﻿algorithms.﻿For﻿example,﻿identified﻿features﻿may﻿include﻿IP﻿addresses,﻿port﻿
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Figure 1. The cyber kill chain (adapted from Hutchins et al., 2010)
Figure 2. An integrated DFR framework
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Figure 3. Threat intelligence informed DFR model
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Additionally,﻿ data﻿ storage﻿mechanisms﻿ should﻿ be﻿ taken﻿ into﻿ consideration.﻿While﻿ relational﻿
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occur,﻿ that﻿ record﻿ is﻿ forwarded﻿ to﻿ the﻿ Intelligent﻿Evidence﻿Storage﻿System,﻿while﻿a﻿ link﻿analysis﻿
procedure﻿initiates﻿for﻿the﻿discovery﻿and﻿association﻿with﻿similar﻿records.





4. PILoT IMPLeMeNTATIoN: eXAMPLe APT SCeNARIo
The﻿following﻿scenario﻿which﻿is﻿used﻿to﻿demonstrate﻿the﻿advantages﻿of﻿the﻿proposed﻿DFR﻿methodology﻿
is﻿based﻿on﻿a﻿real﻿case﻿attack﻿which﻿is﻿part﻿of﻿a﻿popular﻿malicious﻿campaign.﻿An﻿adversary﻿group﻿
targets﻿ a﻿ company,﻿ aiming﻿ to﻿ exfiltrate﻿ confidential﻿ data.﻿ Employing﻿ the﻿ sophisticated﻿ type﻿ of﻿
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only﻿ the﻿analysis﻿ aspects﻿ that﻿will﻿not﻿ jeopardise﻿ the﻿contextualisation﻿and﻿ situational﻿ awareness﻿
capabilities﻿of﻿the﻿forensic﻿investigator,﻿but﻿in﻿fact﻿would﻿assist﻿them﻿in﻿developing﻿an﻿understanding﻿
of﻿a﻿manifestation﻿of﻿an﻿APT.
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